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Overview

Overview

FirstClass Business Edition (FirstClass) is an easy to use,
advanced communication and information system that
integrates Internet mail and services with group conferencing,
access to existing corporate databases, forms processing, real-
time discussions, and online communications functions. Because
FirstClass takes care of modem and file transfer protocols
automatically, remote access is as easy as network access.

Depending on your objectives, you may be interested in

developing add-on applications for FirstClass systems. You can

use a variety of different Centrinity tools to achieve this end,

including: 1

» Database Toolkit
 Client Extension Toolkit
» Gateway Toolkit

« FirstClass Rapid Application Developer.

You can find these toolkits on your CD-ROM, and/or the latest
versions on Centrinity’s web site.

About this book

This book explains the procedures involved in planning, creating
and maintaining a FirstClass server environment. The book is
partitioned into the following five sections:

* Introduction

This section provides conceptual information about the
FirstClass product and the administrator’s role.

 Installing and configuring FirstClass

FirstClass 7 Administrator's Guide Business Edition 3



About this book

4

Introduction

This section provides requirements and instructions for
installing the various FirstClass components. It explains how
to configure your system, making it ready to be customized
for your needs.

 Planning your FirstClass environment

This section provides conceptual information about the
foundations your FirstClass system will be built upon: groups,
organizational units, privileges, Directory filtering, and Model
Desktops.

» Creating your FirstClass environment

This section provides detailed information about adding the
objects to your FirstClass system that will help you create a
unique environment that meets your organizational needs:
user groups, conferences and conference groups, group and
resource calendars, users, gateways to other FirstClass
systems, and multiple volumes.

e Maintaining your FirstClass server.

This section provides the information required for day-to-day
operation of your FirstClass server: the Server Monitor, using
log and statistics files, backups, restores, and selective
restores.

FirstClass 7 Administrator’s Guide Business Edition provides a
walkthrough of a simple system for an example company called
Husky Planes, a multi-site international company that prides
itself on its use of technology and on the combination of sound
business and communication principles.

You might find it useful to follow along in the creation process.
You can use this book as a simple tutorial, following the
procedures and creating your own copy of the Husky Planes
system. If you do so, you will end up with working versions of
key features and the experience of having created them. If you
prefer a different configuration, you can always delete the
objects you created.This is a simple setup created for illustrative
purposes. While it should help you understand some of the
principles involved in setting up a FirstClass system, it will not
provide you with a fully developed system.



Who should read this
book

What you should already
know

Documentation
conventions

Menu items

Variables

Overview

For detailed how-to descriptions of features and forms, see our
online help.

This book is meant for FirstClass administrators responsible for
maintaining a FirstClass server and Internet Services on Mac™
OS or Windows® platforms. For information on planning,
creating and maintaining Internet Services, see FirstClass
Internet Services Administrator’s Guide. For information about
FirstClass Voice Services, see FirstClass Voice Services
Administrator’s Guide.

This book is essential for administrators planning a new system
or introducing a new feature to an existing system.

You should be familiar with the capabilities and terminology for
your:

* FirstClass software (including server, client, Internet Services,
Voice Services (if applicable), and additional components)

* Mac OS or Windows operating system 1
» expansion cards

* Palm Computing® Connected Organizers (organizers,
handhelds, or devices) if applicable

» network protocols

 peripherals such as modem, CD-ROM, printer, hard drive,
tape drive and diskette drive.

Each level of menu items is separated by >. For example, the
Clear item under the Edit menu is shown as Edit > Clear.

Text in italics represents variables for which you must type your
own value.

FirstClass 7 Administrator's Guide Business Edition 5



New in this release

New in this release
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Introduction

Support for organizational units

Using FirstClass in a multi-tenant environment
Enhanced calendar functionality

Expanded batch administration functionality

Enhanced out-of-the-box FirstClass post office, including
changes to the standard user groups structure

Enhanced Internet Services functionality and templates

Personal Mailbox permissions control for all users, or to be set
using batch administration

Full functional mail rules for the administrator’s Mailbox

Online licensing.



Administrator tasks

Administrator tasks

You can use the administrator account to send and receive mail
in your official capacity as administrator. To avoid data loss, we
recommend that you add a personal user account for yourself for
day-to-day use, and use the administrator account only for your
official duties as administrator.

You can share your administration responsibilities, if you wish.
For more information, see “Subadministrators” on page 11.

Your responsibilities as administrator

Installing and
configuring FirstClass

The icons on the administrator’s Desktop represent most of the
functions you will perform in your FirstClass system. For
information about the special objects on the administrator’s
Desktop, see “The administrator’s Desktop” on page 40. Don’t
forget, however, that you have several other responsibilities not
represented by those icons. As FirstClass administrator, your
responsibilities fall into the following four categories:

« installing and configuring the FirstClass server, and its
required components and modules

 planning your FirstClass environment
 creating your FirstClass environment

e maintaining your FirstClass environment.

The initial installation and configuration of your FirstClass
server is a quick and straightforward process. Installing and
configuring FirstClass and its components and modules involves
the following tasks:

« installing the FirstClass server, client, and Internet Services

FirstClass 7 Administrator's Guide Business Edition 7




Your responsibilities as administrator

Planning your FirstClass

environment

Creating your FirstClass

environment
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Introduction

This is described in Chapter 4, “Installing FirstClass”.
If applicable, installation instructions for Voice Services is
described in FirstClass Voice Services Administrator’s Guide.

 configuring the FirstClass server

This is described in Chapter 6, “Configuring your system”.

» adding user licenses and additional required connection
services

This is described in FirstClass Tools Reference.

« distributing FirstClass to users.

This is described in “Installing the FirstClass client” on
page 34.

The first step in creating your FirstClass online environment is

planning. You need to plan your environment so it will be easy
for users to work together securely in an interactive way. When
planning, you must consider who your users are, how they will
interact, and what types of information they will communicate
between each other. Planning a secure, easy-to-use environment
involves the following tasks:

 understanding privileges and groups and how to classify users
in your FirstClass environment.

This is described in Chapter 7, “Understanding groups,
organizational units, and privileges”.

» understanding Directory filtering and applying effective
Directory filters to the group structure you planned in the
previous task to create a secure environment

This is described in Chapter 9, “Understanding Directory
filtering”.

 understanding Model Desktops and planning and creating
effective Model Desktops for your group structure

This is described in Chapter 8, “Understanding Model
Desktops”.

Once you have planned your environment and used groups,
privileges, Directory filters and Model Desktops to ensure you



Administrator tasks

have planned a secure FirstClass system, you will be ready to
populate your collaborative environment and then think about
expanding your FirstClass system. Creating your FirstClass
environment involves some or all of the following tasks:

 using batch administration to populate your FirstClass
environment (if necessary)

This is described in Chapter 10, “Using batch administration”.

 adding conferences, conference groups, group and resource
calendars, and users

This is described in Chapter 12, “Adding conferences and
conference groups”, Chapter 13, “Using group and resource
calendars”, and Chapter 14, “Adding users”.

» adding gateways to other FirstClass servers and modules (if
necessary)

This is described in Chapter 16, “Adding gateways”.
* partitioning your FirstClass server into multiple volumes (if

necessary) 2

This is described in Chapter 17, “Working with multiple
volumes”.

* creating a customized settings document and distributing it to
users (if necessary)

This is described in FirstClass Designer.

 creating forms and stationery (if necessary)

This is described in FirstClass Designer.

» customizing web templates (if necessary)

This is described in our online help and in FirstClass Internet
Services Administrator’s Guide.

e administrating Voice Services (if necessary).

This is described in FirstClass Voice Services Administrator’s
Guide.

Maintaining your FirstClass server maintenance involves performing a set of tasks
FirstClass environment ¢ are quick and simple to do, but can save you many hours of
worKk if there is an unexpected emergency. These tasks are:

FirstClass 7 Administrator's Guide Business Edition 9




Checking the administrator’s email

monitoring your system using the Server Monitor, the Session
Monitor and the various statistics and log files automatically
generated by the FirstClass server

This is described in Chapter 18, “Monitoring your system”.
understanding trash collection

This is described in Chapter 19, “Trash collection”.
performing regular server backups

This is described in Chapter 20, “Backing up your server”.
restoring your FirstClass system in case of emergency

This is described in Chapter 21, “Restoring your post office”.

selectively restoring objects in your post office using the batch
administration Export command as required

This is described in Chapter 21, “Restoring your post office”.

Checking the administrator’s email

10

Introduction

When certain events occur, FirstClass sends a message to the
FirstClass administrator. These events include:

failure to reset a modem after 50 attempts
gateway problems

autoregistration of a new user

gateway license conflicts

duplicate aliases

mirror failures

messages regarding exceeding text-to-speech licensing limits
for FirstClass Unified Communications customers.

You should log into the administrator account regularly to check
for mail. The frequency you choose will depend on your system
configuration and size.

If you wish, you can set the preferences for the administrator’s
account to forward mail to your personal account. To do so,
choose Edit > Preferences > Messaging > Mail Rules >



Administrator tasks

Automatically forward and enter your personal account user
name.

Subadministrators

Subadministrator
restrictions

As administrator, you have to perform many tasks to set up and
run your FirstClass system. While you are starting out, you may
want to perform all these tasks on your own. Later on, however,
you may want to share these responsibilities by adding
subadministrators.

You can even add a subadministrator account for yourself, under
a different name. You might find this useful if you want to work
in the system without appearing in Who’s Online as
“Administrator”.

Note If you are using FirstClass client software from an
earlier release than your FirstClass server, upgrade
your client software. To log in as a user with
administrator privileges your client software must
be from the same release as your server.

Although subadministrators can perform many administrative
functions, they are limited in several ways:

* A subadministrator has access to the administrator menu but
not to the administrator’s Desktop.

* A subadministrator cannot change the administrator’s
account or assign administrator privileges to other users.

* Only the administrator can turn off the Secure All Desktops
feature.

» Some batch administration commands can be issued only by
the administrator.

* A subadministrator can use batch administration only with a
password designated by the administrator. (The
administrator can use batch administration without a
password.)

FirstClass 7 Administrator's Guide Business Edition 11




Subadministrators

Creating
subadministrator
accounts

Sub Admin folder

12 Introduction

You can assign subadministrator privileges to all members of a
user group, or to an individual person. For information about
user groups, see Chapter 7, “Understanding groups,
organizational units, and privileges”.

The default FirstClass post office contains a pre-configured user
group called Sub Admin. This group is in the Configuration
Groups section of the Groups folder on the administrator’s
Desktop. To give a user subadministrator privileges, simply
make the user a member of the Sub Admin group. This will add
the Subadministrator and Does not expire features to the user,
which gives him the ability to perform most administrative tasks,
and guarantees that his account will not expire. Adding a user to
the Sub Admin group will add the Sub Admin folder to the user’s
Desktop, giving him all the privileges required to perform his
duties as subadministrator.

The following is what the subadministrator will see when he
opens the Sub Admin folder:

% Sub Admin
File Edit Format Message Collaborate View Admin  Help
@ = F

3 Folder OFiles 10Folders  Husky Planes .com : Administrator

WL

(:35
[ e
Be
o
L=l

Groups Private Conferences hiail Lists
Monitors Reports
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iy
=
o]
—
=
I
@

o

(35
|.(r3o
=

hultiv/ol Conferences
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Adding additional
security

Finding existing
subadministrators

Administrator tasks

This folder contains all of the objects on the administrator’s
Desktop that a subadministrator requires. Objects that exist only
on the administrator’s Desktop are the administrator’s Mailbox
and Address Book, the hard disk folder, the FC Resource
Registry folder, the Gateways folder, and the Multi-site setup
folder. These objects contain passwords to perform the functions
associated with them and have been left off. If you want to
include any of these objects in the Sub Admin folder, do the
following:

1. Select the object you want to add to the Sub Admin folder.
2. Choose Collaborate > Add to Desktop.

3. Drag the copy of the object into the Sub Admin folder and
arrange it where you like.

Note You can delete any object, or add any objects in the
Sub Admin folder, as required.

Subadministrators can see everything on the system. Their view
of the Directory cannot be filtered. However, there are ways to
make access more difficult.

To add some additional security, you can remove two objects
from the Sub Admin folder: the Groups and General Conferences
folders. This way, subadministrators cannot readily see
confidential conferences (like management and human
resources areas). However, they can still see these objects using
the List Directory function available to all subadministrators.

Additionally, subadministrators do not have the authority to
change the Secure field on the Group Privileges or User
Information forms, nor do they have the authority to user the
EXPORT command to retrieve conference or Mailbox items.

There are two ways to find existing subadministrators:

* If you created a subadministrators by adding them to the Sub
Admin group, simply search the Directory to list all members
of that group.

FirstClass 7 Administrator's Guide Business Edition 13




Subadministrators
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DISKUSE.TXT

To find users who have the subadministrator privilege
selected on their User Information forms, view the Disk Usage
report (double-click Reports, then Statistics Folder, and
choose DISKUSE.TXT). The last field describing a
subadministrator contains an “A” (this report will only show
those users who were specifically granted the
subadministrator privilege on their User Information form,
not those who are granted this privilege through group
membership).

B DiskUse. ixt

File Edit Format Message Collaborate ‘Wiew Admin  Help

A |B |c =[o [E |F |G PS
bgreen o 1] 1] 1] a

BStenweart L o o o a

chiorg [0 1] 1] 1] a

green o 1] 1] 196 G1

guest L 1] 1] 1] o

huskyuser 03 a a a u]

jattan L ] ] 10 3

joust L ] ] 1 1

jemploy L o o o a

etk 3 i} i} i} i] I

Jit L 1] 1] 1] Ju] i

Introduction

Note Hold down the Shift key while opening the report to
open it with the table manager. Then click on the
column header to group all the As together.

In this Disk Usage report, for example, user jgerbhas
administrator privileges. For more information about the Disk
Usage report, and the meaning of the fields, see our online
help.
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FirstClass server concepts

Before you can begin working as an administrator, you must
understand the structure of the administrator’s account and how
users communicate with your server.

In this chapter, we will discuss:

* how users communicate with the server

» how sessions work

» how users connect to your system

» how to organize people and communications on your system

» how gateways can expand your FirstClass system. 3

How users communicate with the server

Users can communicate with your FirstClass server and access its
features in a variety of ways: over a network using TCP/IP, IPX,
or AppleTalk, over the telephone system using modems, over the
Internet using a variety of Internet protocols, and, if you are a
FirstClass Unified Communications customer, over the
telephone using Voice Services and its associated hardware and
software. Taking this into consideration, you should remember
a few things:

* These communication methods are all optional. You only
need to configure your system for the methods you actually
intend to use.

* Internet Services requires TCP/IP. If you do not install TCP/IP
you will not be able to run Internet Services and users will not
be able to access your server over the Internet. For informa-
tion about Internet Services, see FirstClass Internet Services
Administrator’s Guide.

FirstClass 7 Administrator's Guide Business Edition 15



Understanding sessions

» Regular users can have the option to work offline using
FirstClass Personal. For complete details, see our online help.

» Voice Services requires additional hardware and software to
enable users to connect to the server by telephone. These are
explained in detail in FirstClass Voice Services Administrator’s
Guide.

Understanding sessions

When users log into your FirstClass server, they use sessions.
Each login is one session. The session type a user uses depends
how she logs in. If a user uses a modem to access the server, she
will use a modem session. All other access methods use network
sessions.

Network sessions Network sessions are used by every user who logs into your
system, except by those who log in using a modem. Any user
logged into your FirstClass server will use a network session for
as long as they are connected. Network sessions are configured
by you and are limited by the following factors:

 your hardware capacity
 the amount of memory you have

* the type of licence you purchased:

Regular licenses allow up to 250 concurrent sessions. If you
require more network sessions, you should have the MP
option.

For minimum and recommended requirements, see “Installing
FirstClass” on page 29 and FirstClass Tools Reference.

For information about configuring network sessions, see
FirstClass Tools Reference.

Modem sessions The number of modem sessions is simply the number of modems
available. A modem session is the way in which you configure
the modem to work with the FirstClass server. When a user logs
in remotely through a modem configured on the FirstClass

16 Introduction



FirstClass server concepts

server, he will be using a modem session for as long as he is
connected to the modem.

For information about configuring modem sessions, see
FirstClass Tools Reference.

Understanding how users connect

There are two classes of user: Regular and Remote. When you
add a new user, you define the class on the User Information
form. For more information about adding users, see Chapter 14,
“Adding users”.

Users configured as Regular users require regular user licenses.
You can only add as many Regular users as you have regular
user licenses. When using FirstClass in a business environment,
employees must be Regular users. You can buy additional
Regular user licenses at any time.

Users configured as Remote users require session licenses. You

can add as many Remote users as you wish, but the number that 3
can log in concurrently is limited by the number of session

licenses you have. Session licenses are shared by Remote users

and you can buy more at any time. When using FirstClass in a

business environment, customers must be Remote users.

For information on all license purchases, contact your Centrinity
sales representative.

For licensing instructions, see FirstClass Tools Reference.

Both Regular and Remote users can connect using any protocol.
Access method does not affect the class of user or the type of user
license required. A Regular user logging in from home with a
modem will be accepted as a Regular user and will use a regular
user license. A Remote user logging in over a local network will
be accepted as a Remote user and will use a session license. No
matter how you connect, you use the licensing appropriate to
your class.

FirstClass 7 Administrator's Guide Business Edition 17
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Introduction

Now that you understand sessions, classes of users, and user
licenses, we can look at how Regular and Remote users are
treated slightly differently:

A Regular user can always log in if a network session is
available. (Remember, a Regular user has a regular user
license that was purchased specifically for him, and the
number of network sessions is limited by the level of licensing
you purchased (regular or MP option), and your hardware.)

A Remote user can only log in if a network session is available
and there is an unused session license available. (Remember,
a Remote user shares a number of session licenses with all
other Remote users, and the number of network sessions is
limited by the level of licensing you purchased (regular or MP
option), and your hardware.)

Consider the following scenario:

You have 200 employees who have regular licenses and are
defined as Regular users on their User Information forms.

You have 5000 customers who are defined as Remote users on
their User Information forms.

You have 30 session licenses.

You have 200 network sessions defined.

Under this scenario, you could have the following possible
situations:

All 200 of your employees are logged in. No customers will be
able to log in since all network sessions are in use.

30 customers are logged in. Only 170 employees will be able
to connect.

20 customers are logged in. Only 180 employees will be able
to connect.

150 employees are logged in. Only 30 customers will be able
to connect. Even though there will be network sessions
available, the customers (Remote users) can only connect if a
session license is available and there are only 30 of those.
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We will use an analogy to explain this concept. Consider your
system as a power bar:

Regular user licenses are like two-pronged plugs. When you buy
a new license, you get a plug to connect to your server.

Remote users are like three-pronged plugs. Your server comes
with an unlimited supply of these plugs, but you need an adapter
to fit them into your power bar.

The outlets in the power bar represent the network sessions. You

can increase the number of sessions by adding power bars. The

number you can add is limited by the capacity of your electrical 3
system — or in the case of your server, the amount of memory

and disk space you have. In the following example, you have

Regular users (two-pronged plugs) plugged into your network

sessions (outlets on the power bar).

e

In the next example, you have purchased some session licenses.
This converts some of your network sessions (outlets) so they
can support Remote or Regular users (three-pronged or two-
pronged plugs). Note that Remote users can only take as many
slots as you have session licenses.
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Even if only two Regular users (two-pronged plugs) were
connected, the Remote users could still only use the three
licenses (three-pronged outlets) available to them. However, the
Regular users can use any network session (outlet).
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Before you start adding users to your system, you should take
some time to think about how they will use the system and what
you want them to do or not do. You need to think about the
different groups of users you’ll have, their needs, your system
needs (like performance and security), and your system
limitations (like disk space, memory, and number of sessions).

Once you understand what your users need and what your limits
are, you can start considering how FirstClass can meet those
needs. Here we’ll be looking at the communications and
information sharing needs of users — probably the most
significant use they’ll be making of your system. We will
introduce the privileges, permissions, and Model Desktop
features of FirstClass. Privileges let you control a user’s access to
FirstClass features and the FirstClass Directory. Permissions let
you control who uses conferences and calendars and how they
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use them. Model Desktops let you control what users will see
when they log in.

This section is merely an introduction to the concepts we will
discuss in detail later. The examples we’ll be walking through in
the planning and creating sections of this book are relatively
simple, but they contain the basics that you'll need no matter
how complex your system. By combining these basics in
different ways, you’ll be able to create quite sophisticated
structures.

Your organization probably already has groups defined. For

example, the groups of people who will use your system might

be Employees, Managers, Customers, and Suppliers. You might

also group them based on the department they are in or the

building where they are located. Some people might belong to

more than one group — for example, members of the Managers

group are also members of the Employees group. Whatever

group structure you choose, it should reflect the logical divisions

within your organization and how those divisions are reflected 3
in privileges.

If there is no existing structure in your organization, think about
the kinds of people who will be using your FirstClass system and
their particular communication needs. Find the common factors,
and establish a suitable name for each group of people.
Determine how you want your system to meet the needs of each
group.

Once you have such a structure in place, you can assign
privileges to the groups rather than to the individual users. This
process provides you with two advantages:

 It’s easier and more efficient to set the privileges for a user
group and then add users to that group than it is to set
privileges individually for each user.

* You can be sure that all users in a specific user group have the
same privileges. You'll probably need this kind of consistency
since all users in, for example, the same department will need
the same privileges.
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Note Privileges can be overridden at the user level, if
required.

In Chapter 7, “Understanding groups, organizational units, and
privileges”, we will discuss how to define groups and
organizational units. We will also learn about setting privileges
at the group level. In Chapter 9, “Understanding Directory
filtering”, we will learn about using Directory filters to make
your system secure and to allow user groups to see or not see
other groups in the Directory.

So far, we’ve thought about how people are organized in Husky
Planes. Now we have to think about how people will
communicate on our system. Do we want one-to-one
communication, one-to-many, many-to-many, or a combination
of these? To put it in more technical terms, we have to decide
whether our users will be relying on direct email, mail lists, or
conferences to meet their communication needs.

When we were first setting up our groups, we decided that
customers would communicate with us through conferences. So
we know that we need to set up some customer conferences that
all customers and some employees have access to.

Different employees are involved in different projects. Some of
those will probably use conferences for communications. Setting
them up and subscribing employees will be an ongoing process.
However, there are some conferences that all employees should
have access to. These will be conferences dealing with company
policy, company announcements, and a general discussion
conference where employees can communicate with each other
about various job related issues.

Managers will also require some conferences. These will be used
to collaborate about personnel issues, company policy, budgets,
and business plans. Since these conferences will contain
confidential material, as will the managers’ Mailboxes, we’ll
have to set them up so no employees can access them. The only
exception to this will be some of our IT personnel. Since we are
giving them administration authority, we can’t stop them from
seeing conferences. But we can make it difficult for them by
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implementing some security measures we discussed earlier. See
“Adding additional security” on page 13.

Since projects run on timetables with interrelated key dates,
each project will need a group calendar so everyone involved
can see critical dates. Managers and employees will also need
personal calendars so they can book meetings and track their
individual work activities.

In addition, we want a mail list with the email addresses of our
resellers so we can send them regular updates.

In the planning section of this book (chapters 7 - 9) we will
revisit these requirements and decide how best to implement
them. In the creating section (chapters 10 - 16) we will create
the FirstClass objects that will help our users use their FirstClass
environment most effectively.

Model Desktops control what users see when they log in. Since
all of our groups have different needs, we want them to see
different things when they log in.

For example, in Husky Planes:

e We want customers to communicate through conferences, so
their Desktops will have those conferences clearly visible

« employees will need to see the conferences important to them

» managers’ Desktops will have both employee and
management conferences on them

* IT personnel will need the same features as employees with a
few extra items to help them do their jobs.

We will return to these examples when we discuss Model
Desktops in Chapter 8, “Understanding Model Desktops” and we
will walk through examples of adding objects to Model Desktops
in Chapter 12, “Adding conferences and conference groups”.

Understanding gateways

A gateway is a bridge between your system and another device
or system. FirstClass supports several types of gateways:
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* server-to-server gateways
e gateways to other email systems
e outbound gateways

» inbound gateways.

Gateways are configured from the Gateways folder on the
administrator’s Desktop. There are a number of third-party
gateways supporting other systems and hardware. This
document explains how to configure a server-to-server gateway.
Information on configuring other gateway types will be found in
the documentation accompanying those products.

Server-to-server gateways connect multiple FirstClass servers
and FirstClass servers with FirstClass add-on modules, like
Internet Services and Voice Services. Using server-to-server
gateways, you can set up a large, integrated mail and
conferencing network supporting conference replication,
Directory synchronization, and multi-hop delivery. Your
FirstClass server has built-in server-to-server gateway software.

The main reason for setting up a server-to-server gateway is so
users on one server can communicate with users on another.
Although the users could connect to the remote server by having
a user account on that remote server, it is much more efficient
to have users always connect to their local server, and have the
servers handle the message exchange. If your users have Internet
access, sending messages directly to the receiver’s email address
is the easiest option.

Gateways to other email systems connect your FirstClass server
to other mail systems such as Microsoft Mail, and cc:Mail.

Outbound gateways allow users to send messages out, but not to
receive incoming messages. Fax gateways, pager gateways, and
printer gateways are examples of outbound gateways.

Inbound gateways accept messages from the remote system, but
do not allow your users to send replies. Newswire gateways and
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gateways that retrieve satellite weather map pictures are
examples of inbound gateways.

Gateways will be discussed in detail in Chapter 16, “Adding
gateways”.
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Installing FirstClass

You can install the FirstClass server and Internet Services on
separate machines, or together on a single computer with either
a single or multiple processors. The minimum requirements for
each scenario are listed below, but, keep in mind, the actual
performance of your system will vary depending on how
powerful your hardware is and on how busy your system gets.

If you install the FirstClass server and Internet Services on two
dissimilar machines, we suggest using the more powerful
machine to run Internet Services.

System requirements for FirstClass server and Internet 4
Services on Windows

FirstClass server and » 80486 processor or higher (Pentium class recommended)
Internet Services
together * Windows NT® Server 3.51 with Service Pack 5 or higher

(Windows NT 4.0 with Services Pack 6a recommended), or
Windows 2000 Advanced Server

For MP servers running 1,000 or more concurrent sessions,
Windows 2000 Advanced Server is required.

For sites using network-mounted drives for FirstClass post
offices, Windows 2000 Advanced Server is required.

* 64 MB available RAM plus 100 KB for each concurrent session
(128 MB plus 250 KB per session recommended)

« minimum 14 MB free disk space, plus additional storage for
mail and user data (recommend fast disk subsystems for
heavier use)

FirstClass 7 Administrator's Guide Business Edition 29




System requirements for FirstClass server and Internet Services on Windows

FirstClass server only

Internet Services only

Dial-Up Networking for dialup connection support if you do
not have a full-time Internet connection (recommend
intelligent serial controller for external modems)

Note Modems take away from the system CPU.

80486 processor or higher (Pentium class recommended)

Windows NT® Server 3.51 with Service Pack 5 or higher
(Windows NT 4.0 with Services Pack 6a recommended), or
Windows 2000 Advanced Server

For MP servers running 1,000 or more concurrent sessions,
Windows 2000 Advanced Server is required.

For sites using network-mounted drives for FirstClass post
offices, Windows 2000 Advanced Server is required.

32 MB available RAM plus 100 KB for each concurrent session
(64 MB plus 250 KB per session recommended)

minimum 14 MB free disk space, plus additional storage for
mail and user data

Dial-Up Networking for dialup connection support (if you do
not have a full-time Internet connection)

80486 processor or higher (Pentium class recommended)

Windows NT® Server 3.51 with Service Pack 5 or higher
(Windows NT 4.0 with Services Pack 6a recommended), or
Windows 2000 Advanced Server

32 MB available RAM (64 MB recommended)
8 MB free disk space

Dial-Up Networking for dialup connection support (if you do
not have a full-time Internet connection)
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System requirements for FirstClass server and Internet
Services on Mac OS

FirstClass server and
Internet Services
together

FirstClass server only

Macintosh PowerPC

Mac OS 8.1 or higher (for servers running more than 50
sessions 9.0 recommended)

32 MB available RAM, 100 KB for each concurrent session
(128 MB plus 250 KB for each concurrent session
recommended)

additional memory required if you are mirroring volumes (see
“FirstClass server only” on page 31)

minimum 14 MB free disk space, plus additional storage for
mail and user data

Open Transport 1.3 or higher

a third-party software router (such as the Vicom Internet
Gateway) on the Internet Services machine to handle routing
of network and IP traffic for dialup connection support (if you
do not have a full-time Internet connection)

Macintosh PowerPC

Mac OS 8.1 or higher (for servers running more than 50
sessions 9.0 recommended)

32 MB available RAM, plus 100 KB for each concurrent
session (32 MB plus 250 KB for each concurrent session
recommended)

additional memory required if you are mirroring volumes
(amount of additional memory depends on the number of
items (files and folders) in your FirstClass post office,
approximately 300 bytes per item)

minimum 12 MB free disk space, plus additional storage for
mail and user data

Open Transport 1.3 or higher (set to Classic Networking
mode)
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Internet Services only * PowerPC
e Mac OS 8.1 or higher
¢ 32 MB available RAM (64 MB recommended)
» 8 MB free disk space

e Open Transport 1.3 or higher (set to Classic Networking
mode)

* a third-party software router (such as the Vicom Internet
Gateway) on the Internet Services machine to handle routing
of network and IP traffic for dialup connection support (if you
do not have a full-time Internet connection)

Installing the FirstClass server and Internet Services

To install the FirstClass server in a Windows or Mac OS
environment, insert the FirstClass installation CD and follow the
instructions.

While installing the FirstClass server, you will be asked whether
to install FirstClass server and Internet Services, FirstClass server
only, or FirstClass Internet Services only.

 If you wish to install the FirstClass server and Internet
Services on the same computer, select the FirstClass server
and Internet Services option.

« Ifyou plan to install the FirstClass server and Internet Services
separately, on different machines, select the FirstClass server
only option when installing the FirstClass server. Install
Internet Services separately by repeating the installation on
the other computer. Select the FirstClass Internet Services
only option when prompted.

System requirements for FirstClass client on Windows
» 80386 DX processor or higher

» Windows 95 or higher, Windows 2000, Windows NT
Workstation, Windows NT Server, or Windows XP

* 4 MB available RAM
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« disk space requirements (4 MB for a full installation):
* FirstClass client software 2.8 MB
* FirstClass Network Notifier 65 KB
* FirstClass Personal Application 650 KB (only available in 32
bit)
» Personal Post Office 35 KB (only available in 32 bit)

Connection
requirements
IPXorTCP/IP  « a Network Interface Card (NIC) and the

appropriate NIC drivers

* the most up-to-date IPX or TCP/IP network
drivers available

Modem » Hayes-compatible modem, 1200 bps or faster

* ifyou are using a high-speed external modem
a cable with hardware handshaking capability

* a 16550AFN UART chip

System requirements for FirstClass client on Mac OS
» PowerPC processor or higher
* Mac OS System 8.5 or higher

» Color QuickDraw

Without FirstClass Personal Application:

e a minimum of 10 MB available RAM (10 MB for Power Mac
OS with Virtual Memory off)

e a minimum of 6 MB free disk space.

With FirstClass Personal Application:

¢ a minimum of 12 MB available RAM (12 MB for Power Mac
OS with Virtual Memory off)

» a minimum of 8 MB free disk space.
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Connection
requirements

TCP/IP ¢ MacTCP or Open Transport
AppleTalk e A network card or cables for AppleTalk

» Hayes-compatible modem, 1200 bps or faster

e Ifyou are using a high-speed external modem
a cable with hardware handshaking capability.

Installing the FirstClass client

As administrator, you can choose to install the FirstClass client
on users’ Windows or Mac OS machines in any of the following
ways:

1.

To install the FirstClass client software insert the FirstClass
installation CD and follow the instructions.

When you install or upgrade to FirstClass 7, a
ClientDownloads folder will be created within the Internet
Services > WWW folder. Inside this folder are links to the
client installers and the readme documents.

The document uses an X-FC tag to update the home.fc
settings file with the Domain name from the System Profile.
Once the domain name is added to the home.fc settings file
users will be able to connect to your server without further
configuration. Users do not need to know the server IP
address to connect.

If you have a company home page created, the home page
document in the WWW folder inside the Internet Services
folder can be used by users to link to the downloads page on
the Centrinity Inc. web site and download the client.

Once the client is installed, for the initial login, users should
click the login link on the home page to login. An X-FC tag
will update the home.fc settings file with the Domain name
from the System Profile. Once the domain name is added to
the home.fc settings file, users will be able to connect to
your server without further configuration. Users do not need
to know the server IP address to connect.
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For more information about the FirstClass client, see our online
help, or A Business Professional’s Guide to FirstClass.

The FCServer/FirstClass Server folder

The FCServer (Windows) or FirstClass Server (Mac OS) folder
contains the server and FirstClass Tools applications, as well as
all supporting files.

If you installed Internet Services on the same machine as the
FCServer (Windows)/FirstClass Server (Mac OS) server, the
Internet Services files will also be in the folder. Otherwise, they
will be in a FCServer (Windows) or FirstClass Server (Mac OS)
folder on the Internet Services machine.

This folder contains the following folders and files:

* FCS.exe (Windows) or FirstClass Server (Mac OS)

The server application executable.

* FCTools.exe (Windows) or FirstClass Tools (Mac OS) 4

The FirstClass Tools application executable. You use
FirstClass Tools to license and configure your server, and
configure sessions. For information about FirstClass Tools, see
FirstClass Tools Reference.

* ADMIN.FC

A settings file that you can use to log into the server as
administrator.

¢ Readme.txt (Windows) or ReadMe (Mac OS)

A text file containing documentation changes and last-minute
information about the server and Internet Services.

* FCP

A folder containing FCP files. FCP is the protocol used to
communicate between the FirstClass client or module and the
FirstClass server.

» FCUtil.exe (Windows only)

The FCUtil application executable, used to automate certain
Windows applications.
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Stats files

A folder containing statistics files built during trash collection.

The following folders and files are also in the FCServer

(Windows) /FirstClass Server (Mac OS) folder if you installed
Internet Services on this machine:

fcintsrv.exe (Windows) or FirstClass Internet Services (Mac
0S)

The Internet Services application executable.
INETSVCS.FC

The settings file for Internet Services.

CONFIG

A folder containing configuration files for Internet Services.

PORTLIST.TXT

A list of standard ports.

cgi-bin

A folder for CGIs, if you've made any available. The Internet

Services administrator will create this file. For information,
see FirstClass Internet Services Administrator’s Guide.
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Starting your server and logging in

In order to do any system administration, whether from the
server level, or from the client, the server must be running. Most
administrative functions you perform will be done when you are
logged into the client as the administrator.

Starting your server

The FirstClass server application resides in your FCServer
(Windows) or FirstClass Server (Mac OS) folder. It is called
FirstClass server and has the following icon on your Desktop:

Double-click the icon or the file to start your FirstClass server.

On a Windows machine, you can also start the application by
choosing Start > Programs > FirstClass server.

Server console

When you start the FirstClass server, the server console appears
on your screen. There are a number of menu items you can use
from this console screen. The same menus exist on Windows and
Mac OS with the exception of the Edit menu, which is not
available on Mac OS. The Help menu has the usual system
specific help options. The following information describes the
menu item functions:

File

Exit (Windows) The same as Server > Polite shutdown.
Quit (Mac 0S)
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Edit (Windows only)

The standard system edit items.

Fast shutdown

Polite shutdown

Broadcast
Force logoff

Force trash
collection

Reset modems
Start gateway

Show session
status

Show statistics

Priority

Hide server
window / Show
server window
(Mac0S only)

Console to file

Server

Forces off all users and shuts down
immediately.

Sends a message to users and waits until they
have all logged off before shutting down.

Send a message to all users logged on.
Disconnect users without shutting down.

Cause immediate trash collection. See “Manual
trash collection” on page 206.

Reset all modems.
Start a gateway immediately.

Display the status, on the console, of all
sessions.

Display Telecom, Network, CLUI, and server
statistics on the console.

Set the server’s priority. For information, see
our online help.

Hide or reveal the server console.

Save the console to a file.

Diagnostics

The Diagnostics menu is intended for use by your reseller, or
Centrinity Customer Support to resolve technical problems you
may encounter. If required, they will explain the use of the

menu items.

Logging in as administrator

The FirstClass installation application adds a special user
account for the administrator:

* the user ID is admin
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* the password is admin

¢ the name is Administrator.

Warning: To preserve the security of your system, you should
change the password for the administrator account
as soon as you log in by choosing Collaborate >
Change Password. Keep the new password
confidential. We recommend that you not save the
password in your settings file.

Warning: You can change the name, password, and user ID
associated with the administrator account, but
never delete this account. If you do, you won'’t be
able to log in as the administrator, and you will
have to re-install your server.

While you can log into the administrator account using a web-
based client, you must use a FirstClass client to perform all
administrative tasks.

When you log in as administrator for the first time, the online
registration form will be on the administrator’s Desktop. Click
the following icon to open it:

You must complete and send this form to Centrinity to get access
to online software and documentation updates and to be
allowed to post support questions to our customer conferences.
You can either email the completed preaddressed form or print
the form and mail it to one of the addresses indicated in the
message body.

You do not have to complete all the fields on the form and some
will already be filled in for you. The help text on the form
explains which fields are optional. A copy of this form will be left
on your Desktop for your future reference.
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The administrator's Desktop

Once Centrinity receives your registration, you will be sent
information on accessing our online system and given access to
customer conferences.

In addition to the standard objects that all users see, the
administrator's Desktop contains its own set of standard objects.

The administrator’s Desktop looks like this:

¥ Desktop
File Edit Format Message Collaborate Wiew Admin  Help
1 . v BB | i=a am, ko2
= dof o LintE BHixtie r &
TH Desktop 0 Files 21 Folders  Husky Planes.com : Administrator v
FIRSTCLASS’
Start here % |3 %—-ﬂ,; -u;'; ™
hailBox Addr. =2 Book Calendar
L
@’ 'iﬁ e
Groups General Conferences hiail Lists
¢ v @
Monitors Repoarts Hard Disk
v 9 @ @
Irternet Services Yolumes FC Resource Registry Gateways
Help CLUIHelp Admin Help
Multi-Site Setup Mulivval Conferences
< 4
21 ftems.

Do not delete or rename any objects on the administrator’s
Desktop. If you do, you might not be able to perform necessary
administrative tasks. These objects are protected by default to
avoid mistakenly deleting them.

Warning If you delete one of the standard user icons from the
administrator's Desktop, that object and all its
contents will be deleted and it may be impossible to
restore the administrator's link. If you accidentally
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delete an object, you can recover it using the
undelete feature before trash collection runs.

Start here folder

A folder containing inportant information about setting up
and configuring your FirstClass system.

Mailbox

This is the administrator’s Mailbox where system messages
will be automatically sent. We suggest the administrator
create a personal user account for non-administrative duties
and personal email.

Address Book

This is the address book for the administrator’s account, for
use in sending messages in your official capacity as
administrator. Again, we suggest the administrator create a
personal user account for non-administrative duties and
personal email.

Calendar 5

This is the calendar for the administrator’s account. Again, we
suggest the administrator create a personal user account for
non-administrative duties and personal email and scheduling.

Groups

Afolder containing all the user and conference groups defined
on your server.

General Conferences

A folder in which you can add conferences so users can
collaborate effectively. These conferences are only visible to
users when you subscribe a user to a conference, add a
conference to a user group’s Model Desktop, or put a link to a
conference in a public place.

Mail Lists

A folder containing all the public mail lists on your server.

Monitors
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A folder containing the Server Monitor, Session Monitor. and
Internet Monitor.

Reports

A folder containing Statistics folder, the Log Files folder, and
the Statistics Control form. For more information about the
statistics and log files contained in these folders, see
Chapter 18, “Monitoring your system”, and our online help.

Hard Disk

An external folder that gives you access to the other files on
the hard disk containing the post office.

Internet Services

A folder where you configure your Internet connections and
services.

Volumes

Folders containing a list of all the volumes mounted on the
server computer.

FC Resource Registry

A folder which allows you to store resources such as forms,
icons, and sounds on the server, for all your users to access.

Gateways

A folder containing the gateways defined on your server.

Help

A folder containing the online help files. You can add
information to this folder if your users require additional
online help material for your system setup.

The administrator’s help is only accessible from the
administrator’s Desktop, and by users in the Sub Admin and
Webmasters groups.

CLUI Help

A folder containing the Command Line User Interface (CLUI)
help text files.

Multi-Site Setup
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A folder containing forms used in setting up networks
consisting of two or more servers, using the Directory
synchronization feature.

MultiVol Conferences

Folders containing a list of all the secondary volumes
mounted on the server computer.

Registration form.

The online registration form. You must complete and send in
this form to get access to product and documentation updates
and support conferences. You can either email the
preaddressed form via the Internet or print it and mail it to
one of the addresses indicated in the message body.
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Configuring your system

Much of the information we will need in this chapter you will
already have recorded in the table in the “Basic server setup”
section of FirstClass Getting Started. If you didn’t complete that
table, you might want to take a moment to do so now or
complete it as we go through a basic setup. If you completed all
the fields during the server installation process, much of the
system setup will already be done.

Configuring the System Profile

System Profile Server
tab

To configure your system, you must complete the System Profile
form. For a complete explanation of all fields on this form, see
our online help. In this chapter, we will complete this form for
our company Husky Planes.

Note You have to log in as administrator using the
FirstClass client in order to configure your system.

Many of the settings we will set here can be overridden in other
areas. These settings are meant to meet the needs of the majority
of users. To access the System Profile, select Admin > System
Profile from the administrator’s Desktop.

We’ll put some basic system information on this tab. We will set
a priority level to maximize the efficiency of the FirstClass server
and we will learn about the Disable al logins field.
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System Profile - Server

System Profile

File Edit Format Message Collaborate ‘Wiew Admin  Help

Server ]Timers] Uszage Limits] Users] Cther Defaults

Use this tab to set up voursemver.

“ersion: 6.2 Serial number: 9985570
Metwork name: | Husky Planes The name IPX and AppleTalk
usars specify when connecting to
this server
Site name: Husky Planes.com The name by which other

FirstClass servers know this server
Domain name: fo huskyplanes.com FirstClass server domain name
Example: fo.centrinity.com
Server priority
The priarity of server operations an this machine

i~ High Thiszerver has its cvun dedicated
processor
% Medium The processor is shared with other
programs
= Low Significantly reduces pefarmance
Minimum free dizk space: 10000 i‘ KB The minimum amount of free disk

space required an a wolume for
messaging and gateway activity to
continue on that velume

Cisable all logins Frevents evenrone except the
administratar and
Time Zone; subadministrators fram logging in
(GMT-5:00) Eastern Time (US & Canada) | Local time zone of the senver.

Cancel | 0K |

For Husky Planes, we will complete the form as follows:

Network name Husky Planes, the name of our company.
This is the name network users will specify
in their settings files to connect to our
server. For more information on modifying
settings files, see our online help.

Site name Husky Planes.com, this identifies us to other
FirstClass servers we establish gateways
with. For information about gateways, see
Chapter 16, “Adding gateways”.

Domain name fc.huskyplanes.com, this is our registered
domain name and it resolves to the IP
address of the computer we have our
FirstClass server installed on.
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Server priority Medium, since we have decided to install
both the FirstClass server and Internet
Services on the same machine.

Minimum freedisk  10000. When the available disk space falls

space below this level, the volume will go into
write protect mode and basic tasks, like
creating new messages, will not be
performed by the server. We set this value at
a point low enough so it won’t often be
reached, but high enough to allow us some
maneuvering room on the volume.

Your setting will depend on your hardware
configurations.

Disable alllogins ~ We leave this unchecked.

If we ever want to perform administrative

functions while no users are logged in (for

example, major changes to user groups,
permissions, or directories), we will check

this box. Remember to clear the box or

restart the server when you have finished. 6
Since most administrative functions can be
performed with users logged in, we won’t be

using this feature frequently.

Time zone (GMT-5:00) Eastern Time (US & Canada)
This is the local time zone of the FirstClass
server.

This must be the same as the time zone
selected in the server machine’s operating
system.

System Profile Timers On this tab, we set some rules about deletion and about
tab disconnecting users.
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System Profile - Timers

System Profile

File Edit Format Message Collaborate ‘Wiew Admin  Help

Server TIMErs |Uszage Limits] Users] Cther Defautts

Use thiz tab to settimeout and expiny defaults.

Private mail expiry: a0 ﬂ days The default time a meszage
will stay in a users Mailbox

befare expiring

Canference item exgiry: 90 il days The .default time an item will
stay in a zonference before
expiring

Trash collection time: 300 am | The time when trash collection
will start in the sener's time

Last collection: 412952002 3:00:00 A zone

Logoff warning interval: 120 4| secongs Thetime betmeen a logoff
warning and the actual lagoff

Modem login timeot: 45 [ | scmemls V0 moeEdany e FEiCles

will wait for a login meszage
after a modem connacts to the
senver

Cancel | Ok |

For Husky Planes, we will complete the form as follows:

Private mail expiry 90 days, this is long enough that valuable

mail won’t be quickly lost but short enough
that Mailboxes are not overloaded and we
don’t run out of disk space. Your setting
should reflect the usefulness of old mail on
your system and the amount of disk space
you have available. You can set mail expiry
also for individual users or user groups, and
you can allow users to change the expiry
period of individual messages. See

Chapter 7, “Understanding groups,
organizational units, and privileges”.
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Conference item 90 days, many of our conferences contain

expiry notices, policies, and procedures that need to
be saved for a while. Again, this number
should reflect the importance of old mail in
conferences and the amount of disk space
you have available. The expiry period can be
overridden for individual conferences and
conference groups. See Chapter 12, “Adding
conferences and conference groups”.

Trash collection 3 AM, because no one is working at that

time time. Although the server continues to
function during trash collection, it’s best to
schedule it when use is minimal. See
Chapter 19, “Trash collection”.

Last collection This is the date and time of the most recent
trash collection.

Logoff warning 120 seconds, we don’t want to wait a long

interval time before logging people off. The server
issues warning messages when a user’s time
limit is about to expire, or if a user is inactive. 6
For more information, see our online help.

Modem login 45 seconds, we don’t want our modems

timeout unavailable for a long time due to a bad
connection.

System Profile Usage On this tab, we will enter some settings that will affect users in

Limits tab their day-to-day system use.
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System Profile - Usage Limits

System Profile

Login limit per user:

File Edit Format Message Collaborate ‘Wiew Admin  Help

Server] Timers Usage Limits lUsers] Other Defautts

Use this tab to set usage limit defaults.

Draily connection lirmit:
Inactivity limit before logoff: 30
Inactivity limit hefore deletion:

FirstClass Matifier limit:

ﬂ minutes  The maximum daily connection
time for each user

The maximum time persession
that a user can be inactive
before being logged off

#| minutes

Mo Limit | »| cdgys The maximum time a uzers
account zan be inactive (not
connected to a sencer) before
being deleted

250 ﬂ The maximum number of users
who zan enable FirstClass
Maotifier

Mo Limit ]« The maximum number of

zezzions 3 user can have open at
once using the same user Ik

Cancel | 0K |

Daily connection limit

Inactivity limit before
logoff

Inactivity limit before
deletion

Installing and configuring FirstClass

For Husky Planes, we will complete the form as follows:

1440, unlimited access (24 hours). Most
of our users are employees and we want
them to have continual access. We will be
limiting specific users’ access elsewhere.

30 minutes, we know employees often log
into the server and then attend to other
tasks. We don’t want them logged off.

No limit, we don’t want employees on
extended leave or long vacations to have
their accounts deleted. Nor do we want
customers, who might only log in a few

times a year, having their accounts
deleted.



Configuring your system

FirstClass Notifier 250, the number of employees we expect
limit to be using FirstClass Notifier. For
information, see our online help.

Login limitperuser ~ No Limit, FirstClass supports multiple
logins to the same account. Employees
don’t often have a need for this, but there’s
no reason to limit it.

System Profile Userstab  On this tab, we will make some decisions about how users can
access the system and where their data is stored.

System Profile - Users

File Edit Format Message Collaborate ‘Wiew Admin  Help

Server] Timers] Usage Limits  Users ]O‘lher Defauns]
Use this tab to set user defaults and wiew license usage

Create users and conferences on volume:
-0- [-0-] j The velume on which you want to add
nevs uzers and canferences

Prevents the creation of user accounts
with duplicate names

Remote autaregistration Allows userswho connect using remate
seszions to register when they log in

MNetwork autoregistration Allows userswho connect over 3 LAN
to registerwhen they lag in

Autoregister natification Sends the administratar notification
when 3 user autoragistars

Guest access Allows people to lag in as quest users

Guest user ID: |Guest The uzer account to be used when

someone logsin as a guest

~ Command line access Allows users to access the senver using
aterminal or terminal emulator

Licenze usage statistics

Allowwred Used Available
Regular users: 5] 38 17
Remate Lusers: Unlimitec 1 Unlimited
Remate sessions: 2
Text-to-speech engines a

Cancel | 0K |

For Husky Planes, we will complete the form as follows:

Create users and D, the volume we’re currently using. For
conferences onvolume more information, see “Multiple volume
considerations” on page 180.
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Require unique user Yes. Duplicate user names can create

names confusion and they will make it difficult if
we use one of the automatically
generated Internet alias options. For
more information, see FirstClass Internet
Services Administrator’s Guide.

If you are using organizational units and
want to permit multiple users with the
same name (as long as they are in
separate organizational units), clear this
checkbox. For information about
organizational units, see “Organizational
units” on page 75.

Remote No. If we want people to use our system

autoregistration we will give them an account. Unless you
have a very good reason to use this
feature, don’t. It can cause problems since
it allows anyone who can connect to your
system to register and possibly annoy
other users.

Network No. Again, we don’t want any
autoregistration autoregistration at all.

Autoregister This is not necessary since we do not
notification allow autoregistration.

Guest access Yes. This will allow unregistered users to

log in and request an account. This gives
you a lot more control over who uses your
system than allowing autoregistration.

Guest user ID Guest. We just picked something easy to
remember. It can be any valid user ID.
You can create a special Desktop for this
user ID, with the information you feel
guest users need.

Command lineaccess  Yes. We don’t really expect people to use
it, but there is no good reason to disallow
it.

System Profile Other On this tab, we will make some decisions about security and disk
Defaults tab space.
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System Profile - Other Defaults

(’ System Profile
File Edit Format Message Collaborate ‘Wiew Admin  Help

Server] Timers] Uszage Limits | Uzers  Other Defautts

Use this tab to set additional system defaults.

Frevents the administrator and
subadministrators from wviewing
others' Desktops

Allowy blank password field Lets users leawe pasaword fields blank

Suppress conference history Prevents the collection of some
history information for conferance
and calendar items

Suppress conference receipt notification Turns off receipt notification for
messages sant to conferences

Character sets
Legacy character set: Macirtosh Roman

System character set: wincowes Latin

Cancel | 0K |

For Husky Planes, we will complete the form as follows:
Secure all Desktops ~ No. Although this is a valuable tool, we
want to use it for specific individuals.

Allow blank password No. Letting users have blank passwords is
field a security risk.

Suppress conference  No. History is a valuable feature and we
history will accept the minimal disk space impact.

Suppress conference  No. Again this is a valuable feature and we
receipt notification  will accept the minimal disk space impact.

Running your FirstClass server as a Windows service

You may choose to configure your FirstClass server to run as a
Windows service. If you choose this option, your FirstClass
server will start up and shut down automatically when you start
up or shut down your Windows machine. If you simply log off of
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the Windows machine, your FirstClass server will not shut down,
but will continue to perform normally. This can increase the
security of your FirstClass server.

Internet Services and Voice Services do not run as Windows
services. If you shut down the Windows machine without
correctly shutting down Internet Services and Voice Services,
these modules will not shut down correctly, nor will they start
up automatically when the Windows machine is restarted. If you
log out of your Windows machine where Internet Services and/
or Voice Services are currently running, they will not continue to
run. Therefore, if you opt to run the FirstClass server as a
Windows service, you should install Internet Services and Voice
Services on separate machines.

When you install your FirstClass server on a Windows machine,
a FirstClass Services control panel applet will automatically be
installed in your System32 folder.

How you open the NT Service Options form is dependent on
what Windows operating system you are running:

Windows NT Control Panel > double-click FirstClass
Services.

Windows 2000 or Control Panel > click Administrative Tools >
Windows XP double-click FirstClass Services.
(Classic view)

Windows XP Control Panel > click Performance and
(default, Maintenance > click Administrative Tools >
Categoryview) double-click FirstClass Services.

The FirstClass Services icon looks like this:

FirstClazz
Services
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NT Service Options

—NT Service Optior

¥ Orily use NT event log when running as an NT service.

|etall Semice Uninstall Service

—NT Event Log Level
& MNone

" Enrars only
 Erorz and wamings

" Erarz, warming and jrformation mes: ages

' All messages including debug

™ Include surmary infomation in server congole titlehar,

™ Use larger stack sizes [for features like Oracke-bazed DB estenziong).

Choose your options from the following table:

OnlyrunasanNT  Check to prevent users from starting the
service FirstClass server by running the executable
directly. It may help avoid accidently
shutting down the server incorrectly when
shutting down Windows. If it is run strictly 6
as a Windows service, the FirstClass server
will always shut down correctly when
Windows is shut down.

Onlyuse NTEvent  Check this to stop logging of events to the
Logwhenrunning NT Event Log when the FirstClass server has
as an NT service been started manually.

Install Service Click to configure the server to run as a
Windows service. FirstClass server will
appear in the Services list (Start > Control
Panel > Services) where it can be started
and stopped. You can continue to run your
FirstClass server as a normal application by
running the FCS.EXE executable directly
unless you checked Only runasan NT service.

Uninstall Service Click to remove from the list of available
Windows services.

NTEventLoglevel Select the logging level you prefer. For more
information, see “Support for Windows
Event Logs” on page 56.
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Support for Windows
Event Logs

Incdudesummary  This will display FirstClass server

information in monitoring information, in an abbreviated
server console format, on the server console titlebar. You
titlebar can also find this information, in greater

detail, by viewing the Server Monitor. See
“Checking the Server Monitor” on page 185.

Use larger stack Do not select this.
sizes

FirstClass logfile messages are mapped to Windows events,
complete with severity categorizations, standard FirstClass error
numbers and descriptions. The control panel allows you to
control the severity threshold at which FirstClass messages are
added as Windows events. The severity categories are as
follows:

Category Examples of FirstClass error messages in this category
Information  Errors that are normally not logged, such as:

1035 Invalid password

1003 No such user

1040 Can’t forward

1036 Can’t reply

1049 Daily time limit exceeded

1053 Logins are disabled

1080 Name already in use

1084 Object in use

1093 User has reached/exceeded disk space limit
1096 Must read

Warning More significant errors, such as:

1044 Server not found

1027 Communication link has failed
1061 Modem has dropped the connection
1092 User session memory limit reached

Error All other errors of consequence.

For all information about FirstClass error messages, see
FirstClass Error Messages Reference.

To view the event log, use the standard Windows Event Viewer
by selecting Programs > Administrative Tools > Event Viewer

56 Installing and configuring FirstClass



Controlling FirstClass
server using Windows
Utilities

Advanced topics

Configuring your system

from the Taskbar. Select Log > Application. FirstClass server
events will be displayed with a value of "FCS" under the "Source"
column. FirstClass server error codes (for example, 1027, 1035)
will be displayed under the "Event" column as appropriate. For
information about FirstClass error messages, see FirstClass Error
Messages Reference.

When installed as a service, you can use the Windows NET
command to start and stop the server:

NET START FCS
NET STOP FCS

The PAUSE and CONTINUE commands are supported for post
office mirroring. For information on the mirroring feature, see
“Mirroring your FirstClass post office” on page 211, and our
online help.

NET PAUSE FCS
NET CONTINUE FCS
NET CONT FCS

Programs that include more direct support for Windows services
will also automatically include support for controlling the
FirstClass server using this common interface.

When running FirstClass server as a Windows service configured
to start automatically, your server will start automatically when
the Windows machine is started. The machine does not have to
be logged in. If the machine is not logged in, but is started, there
will be no desktop, no current user context, and no windows or
other user interface elements. Still, your FirstClass server will be
running normally (automatically recognizing user logins and
logouts, and acting appropriately). If not running as a Windows
service, a user logging off of the Windows machine where the
FirstClass server is installed will trigger a fast shutdown of the
FirstClass server. When running as a service, it will not have any
noticeable effect, except, of course, that the server's console
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Token ring networks

window will not be visible after logout. It is still there, however,
and will be displayed if the user logs back in.

It is important to recognize that all of this user interface related
functionality is dependent on FirstClass being configured as an
interactive service. The FirstClass control panel automatically
configures FirstClass as an interactive service when you click
Install. When in doubt, it is safe to click Uninstall, followed by
Install to reset the server's Windows service configuration to
defaults. It can also be inspected or overridden from the
standard Windows Services list using the following procedure:

1. Open the Control Panel.
2. Double-click Services.
3. Select FirstClass server.
4. Click Startup.

5. To enable interactive support, select Allow serviceto interact
with desktop.

On this same form, you can configure the FirstClass service to
run under the context of a specific Windows user account. This
is not recommended. Instead, select System account and then
select Allow service to interact with desktop, as described above.

Although FirstClass does not support token ring connections,
you can enable client computers connected to a token ring
network to connect to the FirstClass server. To do so, connect the
Ethernet card in the server machine to a router that can route
packets from Ethernet to token ring. You can use the router built
into a NetWare server to do the routing or, for higher
performance, you can use a third-party router, such as a Cisco
router. This pertains to IPX and AppleTalk only.

Working with firewalls

A firewall is a network security tool used to monitor and guard
traffic passing through a network. It usually resides on its own
computer. A true firewall does not scan your system for viruses
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and trojan horses, nor scan incoming packets for a virus.
However, some firewall products are bundled with virus
software providing varying levels of virus protection.

There are different types of firewalls, all of which combine
hardware and software to achieve maximum protection.

To configure a firewall that is right for you, consider the
following:

» What is the security risk to your network?
» Do you wish to reject specific users? Specific protocols?

» Which requests will you allow (for example, HTTP, Telnet)?
Which will you disallow (for example, FTP)?

The basic firewall architecture is always the same, with minor
variations depending upon the type of firewall you use. Every
packet sent from the Internet is first examined on the firewall
server. As well, packets sent from your network are also
examined on the firewall server. Think of this as the main gate
for all traffic, also called the "choke point". It is the computer
between the Internet and your network that maintains the
security of your system:

Internet

Your intemal hetwork

When two networks are configured to communicate with each
other, their individual firewalls can use encryption as another
means of keeping your network safe. Therefore, every packet
sent from the firewall will be encrypted. The most popular
encryption type is RSA (Rivest-Shamier-Adleman). The
following is an example of a network communication where the

FirstClass 7 Administrator's Guide Business Edition 59




Working with firewalls

message is encrypted on the firewall server at the local network,
then decrypted on the firewall server at the remote network:

Plain
message

e@e

Intemet

Encrypted message

Plain T -
Messate  Network 2

Encryption
accurs

Decryption
oceurs

Types of firewalls

Network-level firewalls

60

There are three main types of firewalls:
» network-level (first-generation firewall technology)
« circuit-level (second generation)

* application-level (third generation).

Each type of firewall uses a different technique to protect your
network. A network-level (or packet filter) firewall analyzes
network traffic at the transport protocol layer and compares it to
a predefined set of rules that indicates which protocols are
allowed.

A circuit-level firewall takes this one step further and validates
that a packet is either a connection request or a data packet
belonging to a connection between two peer transport layers.
This is done by examining each connection setup, and then
comparing the connection to a table of valid connection that
includes complete session state and sequencing information.

An application-level firewall provides more detail than the other
types. It evaluates individual network packets for data at the
application layer before allowing a connection. It examines the
data in all network packets and maintains complete connection
state and sequencing information.

A network-level firewall is commonly known as a screening
router. This may also be called a screening ritzer or a packet
filter firewall. This is a lower-level firewall that screens packets.
Basically, it examines packet addresses to determine whether to
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pass the packet to the local network or to block the packet from
entering.

Because the packet includes both the sender and recipient’s IP
address, you can block all incoming or outgoing packets to that
specific computer. To do this, you would create a file, sometimes
called a black list or an accept and deny list, and populate it with
IP addresses (most common filter). The router will check this file
each time a connection is requested and block the connection if
the incoming IP address matches a listing.

Usually the check will only be performed if the specified user is
trying to connect to a service that is disabled by the firewall. In
most cases, a screening router filters based upon these rules:

 source address from which the data is coming

* destination address to which the data is going

 data protocol (for example, TCP, UDP or ICMP)

 source and destination application port for the desired service

» whether the packet is the start of a connection request.

The network-level firewall, if installed properly, will be almost
transparent to users, unless they try to perform a blocked action.

FirstClass Internet Services has a built-in security feature that
performs filtering, thereby acting as a network-level firewall for
Internet protocols. For more information, see FirstClass Internet
Services Administrator’s Guide.

A network-level firewall resembles the following:

PR T e

In this example, the router rejects specific users based upon an
IP address and host, as well as requests for FTP (File Transfer
Protocol) services, which would include uploading and
downloading files.
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Stateful Inspection

Circuit-level firewall

The router performs packet-filtering (based upon rules that you
specify) independent of the application layer. This means that
screening routers let you control your network and its traffic
without making changes to your client/server applications.

Another type of network-level firewall is Stateful Inspection, an
architecture that is an extension of the basic packet filtering
architecture employed by most routers. Stateful Inspection
occurs at the Network Layer, making it fast and preventing
suspect packets from travelling up the protocol stack. Unlike
static packet filtering, however, Stateful Inspection makes its
decisions based on all the data in the packet (corresponding to
all the levels of the OSI stack). The state of the connection is
monitored at all times, allowing the actions of the firewall to
vary based on administrator-defined rules and the state of
previous sessions. In effect, the firewall is capable of
remembering the state of each ongoing session across it,
allowing it to effectively screen all packets for unauthorized
access while maintaining high security, even with
connectionless protocols such as UDP.

A disadvantage of network-level firewalls is the lack of alerting
and auditing applications. Therefore, when the screening router
filters out a packet, it will not notify the administrator. Higher-
level firewalls, such as the application level firewall, are
designed to filter protocols and report rejected requests.

On many systems, the network-level firewall is only the first line
of defense. Because it does not handle many protocols, an
additional filter is required.

A circuit-level firewall usually consists of a host computer
running proxy-server software. This computer is called a proxy
server. Proxy servers communicate with servers outside the
network, thereby controlling traffic between two networks.

A circuit-level firewall is similar to an application-level firewall,
in that both are proxy servers. The difference is that a circuit-
level firewall does not require special proxy—client software
applications. A circuit-level firewall creates a circuit between a
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client and a server without requiring that either application
know anything about the application that is used.

Basically, this means that a client and server can communicate
across the firewall without communicating with the firewall.
This ensures the firewall protects the transaction’s
commencement without interfering with the ongoing
transaction.

The advantages of a circuit-level firewall are:
« it provides service for a wider variety of protocols
* it is faster because it performs fewer evaluations

* you can use it in conjunction with network address translation
to shield internal IP addresses from external users.

The disadvantages of a circuit-level firewall are:
* it cannot restrict access to protocol subsets other than TCP

* it cannot perform strict security checks on a higher-level
protocol

« it has limited audit event generation abilities.

Similar to the network-level firewall, a circuit-level firewall uses
a blacklist, or an accept and deny list that contains valid
connections (including complete session state and sequencing
information). Incoming sessions are first examined to ensure
they use a legitimate transport layer protocol (TCP). After the
handshake is complete, the network packet information is
examined against the accept and deny list. If a match is found in
the accept list, the packet is permitted. The virtual circuit that is
opened upon connection remains open for the duration of the
connection.

A circuit-level firewall resembles the following:

FirstClass 7 Administrator's Guide Business Edition 63




Working with firewalls

Application-level
firewall
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As previously stated, an application-level firewall consists of a
proxy server communicating with servers outside the network to
control traffic between two networks.

When you use an application-level firewall, your local network
does not directly connect to the Internet. Instead, the proxy
server transfers an isolated copy of each approved packet from
one network to another, whether the packet contains incoming
or outgoing data. The result is that the firewall effectively masks
the original address of the initiating connection and protects
your network from intruders who may attempt to obtain
network information.

In other words, proxy servers are used to hide your IP address,
making you anonymous on the Internet. The downfall is that
hackers can also use this "service" to hide their IP address